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SECTICN I.
GENERAL
Paragraph
Introductory remarks concerning transposition ciphers ..... 1
Basic mechanism of transposition ciphers .cieesecrecesesces 2
Monophase and polyphase transposition ..cicessevsssccsccess 3

1. Introductory remarks concerning transposition ciphers. - a.
As stated in a previous text, transposition ciphers are roughly
analogous to "jig-saw puzzles" in that all the pieces of which the
original 1s composed are present but are merely disarrangzed. The
pieces into which the picture forming the basis of!ﬁ jig-saw puzzle
may be divided are usually quite irregular in size and shape, the
greater the amount of irregularity, zs a rule, the greater the 4if-
ficulty in reassembling the pieces 1n proper order. In this rcspect,
too, transposition ciphers are analogous to jig-saw puzzles, for
the greater the amount cf distortion to which the pla:n text is
subjected in the transposition process, the more difficult becomes
the solution.

b. In jig-saw puzzles there is usually no regularity about
the size of the individual pieces into which the original picture
has been cut, and this feature, of course, materially contributes
to the difficulty in roconstructing the pieture. There are, to be
sure, limits (dictated by considerations of practicability) which
sorve to prevent the pieces being made too small, for then they
would bocome ummanagesble; on the other hand, thers are also

limits which must bc observed in-respect to the upper magnitude of the
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 pleces, for if they are made too large the puzzle becomes too easy
to solve. These features of jig~saw puzzles also have their
analogies in transposition methods. In the latter, if the textual
units to be subjected to transposition are made quite large, say
entire sentences, the' difficulties a cryptanalyst will have in re-
constructing the text are practically nil; on the _other hzland, if )
these textual units are made quite small, even smaller than single
lettersl, then the reconstruction of the tramsposition text by a
cryptanalyst often becomes a very difficult matter. In between
these two extrcmes there may bo various degroes of fragmentation,
limited only by considerations of practicability.

¢. It is fortunate, however, that the cryptanalyst does not,
as a rulc, have to contend with prob:].ems in which the size of the
textusl units veries within the same message, as is the case in jig- i
saw puzzles. It i3 perhaps possiblio to devise a transposition
system in which the; text is divided up in such a manner that entire
sentences, whole words, syliables, individual letters, and fractions
of letters form the units for Lransposition; but it is not difficult
to imagine how impractical such a scheme would be for regular com-
munication, and it may be takon for granted that such irregularity

in sizo of textual units will not be oncountared in such communication.

¢
.

d. The days whon the simple metbods of word or letter trans-

position were sufficient- for militery purposes have long since

-

1Rei‘erence is here made to so-called fractionating systoms. See o

Special Text No. 166, Advanced Military Cryptography, Sect. XI.

' h -
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passed by, and it is bardly to be expected that cryptograms of such
ineffectual flature will be encountered in the military communications
of even the smaller armies of today. However, in time of emergency,
when a counter-espionage censorship is exercised over internal com-
munications, it is possible that i1solated instances of simple
transpositior may be encountered. The solution of such cases should
present no difficulties, unless numerous code names and nulls are
also used in the cryptograms. Mere coxperimentation with the crypto-
grams, trying varicus sizes of rcctangles, will usually disclose the
secret text. If code nemes are usod and the context gives no clue
to the i1dentity of the persons or places applicable, it may be
necessary to wait until additional messages become available, or,
lacking such a possibility, there is usually sufficient Jjustification,
undear the exigencics of war, to compcl the corraespondents to reveal
the meaning of thosc codec namos.

e. Althcugh transposition ciphers, as a gemeral rulu, are
much less complcx in tholr mechanics than are substitution ciphors,
the eryptanalyst usually experiences a feseling of distaste and dismay
when confronted with unknown ciphors of thas category. There arc
several reasons for his aislike for them. In the first place,
although transposition ciphers are admittedly losc intricate than
substitution ciphers, as a general rule there are not nearly so many
cryptanalytic tools and "™tricks" to be used in the solution of the
former as there are in the latter, and therefcre the montal stimulus
and satisfaction which the cryptanclyst usualiy derives and regards

as part of the reward for his hard labor in solving a cipher is often

_3_
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missing in the case of transposition ciphers. In the second placs,
despite their lack of complexity, the solution of transposition
ciphers often involves a tremendous amount of time and labor most of
which commonly turns out ‘to be fruitless experimentation. Thirdly, in
modern military communication transposition metpods are usually not
employed alone but in conjunction with substitution methods -- and
then the problems may become difficult indeed, for usually before the
substitution can be solved it is necessary to uncover the substitutive
text by first removing the transposition. Finally, in working with
trhnsposition ciphefs ; much higher degres of accuracy in nere
mechanical operations is reauired than in working with substitution
ciphers, becouse the accidentzl omission or addition of a single

lotter will usually necessitate rewriling entire messages and start-

ing afresh. Thus, this sort of work calls for a constant state of

concentrated attention, with its resultinz stilo of mental tension,

which tekes its toll in mental wear and toar,
2. Basic mechanism of trensposition ciphers. - a. Basically
all transposition ciphers involve at leuast two proccsses: (1) writing
the plain-text units (usually single letters) within a spocific
regular or irregular tw;-dimenstonal de§ign, in such a prearganged
@anner that the said units are distributed regularly or irregularly
throughout the various' cclls or ‘subsoctions of that design; (2) re-
moving the plain-text umits from the design In such a prearranged Y
manner as to change the original sequence in which they followed ome
another in the plain text, thus producing cipher toxt. Sincec tho s

first process coﬁsiéts of inscribing the text within the design, it is

-4_




(L]

o

REF ID:A56913

technically refarred to as the process of insgcription; and sance the

second process consists of transcribing the text from the design, it

is technically referred to as that of transcription. Either or both

pProcesses may bs repetitive, by prearrangement of course, in which
case the intermediate steps may be referred to as processes of

rescription, or rescriptive brocesses.

b. It ie hardly necessary at this point to give the student any
indications as to how to differentiate a transposition from a sub-
stitution cipher. If a review is nocessary, however, he is reforred
to Section IV of Military Cryptanalysis, Part I.

3. Monophase and polyphase transposition. - a. As may be
inferred from the foregoing definitions, when a transposition system
involves bub a single process of inscription, followed by a single

process of transcription, the system may be reforred to as monophase

transposition, comsonly called singlc transposition. When one or more

rescriptive processes intervene belwecn the original inscription and
the final transcription the system may be reforred to as polyphase

trensposition. As a general rule, the solution of the latter type

is much more difficult than the former, especially when the trans-
positions are theoretically ccrrect in principles.

b. Any system which is suited for monophasc transposition is
also usually suited for polyphase transposition, the processes of

ingeription, rescription and transcription being accompiished with

the samo or with difforent koys.
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SECTION Vv

SPECTIAL SOLUTIONS FOR TRANSPOSITION CIPHERS
Paragraph

Solution when the begimning or end of the plain text is known .... 20
The case Of an olnitted colmn [ E B NN NN ENNNNNENNNENRNNNENNHNNNEHMBRNGNEHMNHMNHNEJ;NNNNN] 21
The case of an interchanged pair Oof COlUMNS sissssscencssscssessss 22
Messages with similar beginnings SeseescanReEsRORRORRREROORBRERSNS 23
Messages with simlilar endings SevPaevsessVNOIERIREROOEOURAEOOPORORRARS 24
The solution of a single message containing a long repetition .... 25
Solution when several cryptograms of identical length and in

the sme kay are available 0SB DOBOOSRPDIOPIROOPEPOIODIOSEONOSRNOEPIAODRNESERPAEYS 26
Recovery of the transposition key ooy 27
Speclal cases of solution of double transposition ciphers eeessees, 28
Concluding remarks on transposition methods cecesecscessssscsscces 29

20. Solution when the beginning or end of the plain text is
known. - a. It often happens, when correspondents have fallen into
the bad habit of sending stereotyped communicetions, that the begin-
nings or the ends of messages become so fixed in their form and content
that the enemy can with a fair degree of certeinty guess what these will
be in specific cases. If so0, a quick solution can be reached and the
key reconstructed for one message, and this will of course enable him
to read all other messages in the same key. This is particularly true
of simple keyed columnar tranéposition ciphers. It is only necessary
that-the cryptanalyst cut the text up in such a manner as to bring
the letters composing the assumed text all within the same row or rows
of the transposition rectangle.
b. Suppose that. the.j_enén} is addicted to the introductory ex-

pression REFERRING TO YOUR NUMBER. - Here is a cryptogram assumed to

begin with this phrase: ) -d
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CRYPTOGRAM
IMAOD RMGRN ERNIN TUSFS DRYEP BRCFT
OIRNW TMUIS OIEGE DHOPN CHLFU ESEPQ
ERIAR UHIAG PAUOO SSSCI ONRRE OVOEY
EMEVG TRIAF HTEPB NBTNE AEETA

C. Assuming that previous experience has indicated that the enemy
uses keys vary‘ing from 10 to 20 letters in length, the arrangement of
the letters in the tops of columns under a key lemgth of 10 would be
as shown ianig. 20.

2

E

6 789 X»
EFERRINGT
YOURNUMBE

Wow

FIGURE 20,
The 1lst group of the cryptogram begins with I M. The arrangement shown
above gives I U as the top of a column: hence a key lesngth of 10 is not

correct. A key length of 1l is then tried.

123456789101
REFERRINGTO
YOURNUMBER
FIGURE 21.
Here a column is headed by I M, so that this is a posaible arrangement.
If the width of the rectangle is 11, its outlines are as shown in Fig.

22. There are 5 columns of 11 letters and 6 columns of 10 letters. The

RIEIFIEIRIRIIINIGIT |0
Y{O{U|R|N{U|M|{B|E{R

{t

FIGURE 22.




REF ID:A569%13

text can now be marked off into sections of proper lengths and, more~
over,- guided by the letters which must be at the heads of columns,

the text can be inscribed in the rectangle in key order. For example,
column 1 must end with the 2d group, R M G R N; colummn 2 therefore -
begins with E R. There is only one possibility, viz, the 4th column.
This is a long column, and must therefore have 1l letters, making
column 3 begin with R Y. This definitely fixes the position of the
number 3 in the key, and 80 on. The solution is reached after only a

very few moments and is as shown in Fig. 23.

F

ZHOQRWY Ok R HH
PHEE>HZ3W =Y

roao=zvonmyu

d. The same general principles,

B oo

modified to sult tho clrcumstances,

= W=

may be followed in the case involving
known or suspected endings of messages.

The probable words are written out

odrWerHIdX
WA T e T |
Ho=zZo-HQOnnojn

according to various assumed key lengths

R
Y
E
P
B
R
c
F
T
0
I

DEEHRHMMHOdOH
PHOHO WHNRECE

g nndY =Z
HHOLHORH=2EH

and the superimposed letters falling
FIGURE 23.
at the bottoms of columns are sought
in the cryptogram.

21. The cose of an omitted column. - a. Sometimes a very care-
less clerk omits a column in transcribing the text from the enciphering
rectangle and fails to chock the number of letters in the final erypto-
grem. Obviously such a cryptogram will be difficult if not impossible
to decipher at the other ond, and a repetition is requeated and gent.
If now the identical plain text is enciphered correctly, two crypto-
grams are at hand for comparison. This will disclose the length of

one column, which can be assumed to he either a long one or a short one.
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The position, in the correct cryptogram, of the column omitted from

the incorrect one will often afford direct clues as to the exact

dimensions of the enciphering rectangle. For example, suppose the

cryptogram in Par. 20b had first been transmitted as follows:
CRYPTOGRAM

b. The column which was omitted is ERNINTUS F S D, and
falle between columns 1 and 3. Since the omitted column contains 1l
letters and column 1 contains 10, the dimensions of the rectangle
immediately become known. Thus, uncertainties as to the dimensions of
tl;e rectangle are dissolved and a large step in the solution taken.
Also, the gemeral positiomsof columns 1 and 2 are now known, since the
former is a short one, the latter a long one.

22, The case of an interchanged pair of columns. - a. The keying
element in the case of columnar transposition is simply a practical
means of controlling the order in which the columns of the enciphering
rectangle are transcribed in forming the cipher text. Commonly this
numerical key is derived from a literal key. Suppose that a crypto-
graphic clerk makes a mistake in the latter step. For example, suppose
that the literal key is ADMIRATION and that as a result of a slight
relaxation in attention he assigns the number 5 to the letter N and
the number 6 to the letter M. A pair of columns will become interchanged

as regards their order of selection in the transcription process, and

likely as not a repetition will be requested by the addressee. If a

-58_
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second versicn is sent, enciphered by the correct keoy, & comparison of
the two versions will disclose the width of the enciphering rectangle
and poasibly the general position (left or right) of the columns that
were interchanged.
b. An example will serve to make the matter clear. Assume the two
cryptograms to be as follows:
FIRST VERSION

HA 00Q3G TERPS
RI RATPE DETAN

SECOND VERSION

HA
I

0 0q
ER T

0 SG TERNTF
RATPE DETAN

¢. The two crypiograms are superimposed as shown in Fig. 24 and
their points of similarity and diffcrence noted.

lst version .. 0D
2nd vbrsion .. O

D
lst . version ..|\N F
2nd version .. P

4. The two versions are alike except for a pair of interchanged
sequences; the bracketed sequence P S I N E N E 1n the 1st version 1s
matched by the same sequence in the 2d version, but at a different
position in thc message; likewise the brackoted sequence NF UEHRWR
in the 1lst vorsion is matched by a similar sequence in the 2d version,

but at a different posivion in the message. The various deductions

which can be made from the situation will now ho szet forth.
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. One of these sequences contains 7 letters, the other contains
8. It rollows ihat the columls of the enciphering rectangle are
probably 7 and 8 letters in length; hence, with 61 letters, the width
of rectangles is 8. Since there are 23 letters from the beginning of
the messages o0 the first point.of their difference, it follows that
there are 2 columns of 8 letters and 1 column of 7 letters involved
in this soction [(2 x 8) 4~ (1 x.7) = 23], and that tho error made in
enciphermsnt doos not involve columms 1, 2, or 3, which are therefore
properly placed in the lst wersion. Since the sequences which are
interchanged aro congecutive in the text it mcans that the numbers 4
and 5 wers interchanged in the key for the lst version. Since one of
these esequencos is of 7 letters, the other of 8 letters, ome of the
numbers, 4 or 5, applies to a 10;1g column, the other, to a short column.
Since the 2d vorsion is presumebly the correct version, and since in
the 24 version the 8-letter sequence comes first, the key number 4
applies- to a long colufnn, tho key numbor 5, to a short column in the
correct version. With the foregoing deductions in mind, the solution
and the reconstruction of the numerical key becomes a simple matter.

f. The toxt of the corroct version is wrltten out as seon in
Fig. 25a, BSeecing a Q in eelumn— 3 and a U in column 4, these two columns
are made adjacent by sliding column 3 onse intervael downward, as shown
in Fig. 25b. In the latter, colume 7 has also been placed to the right
of colum 5, because it yields good trigraphs with columns 3-4. Seeing
the trigrapk T R O near the bottom of columns 3~4~5 and the letters
O and P in the esamo row, suggests thfa word TROOP. The columns are to

be rearranged to make this word TROOP. Thore arc two columns which have
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[
N

12345678

"

oQooZr1¥vun N

HE2Z2ItiHZUgo
OpHOnQ@UN
AFEHQROOO pho
UadmHad =
RN RN RO
OEYMAPpOHYD
noH@@OWOOo ol
HEZEHMHZU0
downwauplA
eE-S Q0o O
joo H=EOHEC R
ocQooZprabka
Ordrd e XHY
HEZHZH0nHW
MoHQ@OWOO O
HMEAE O OO
Y= de S
CacoZr3RMm
monmouomAaln
O P - o
HEAQONnO O Ohn
O de 2
O COY k3 Hlg
ool
O3 oH oy
nNOoOHGO W oln
HZERHEZEY O~
HEZHEZ Yo

FIGURE 25.
an 0 in the proper row, columns 2 and 8. The trial of combination
3-4~5-8-6, while producing TROOP in the proper row, gives bad penta-
graphs in the other rows; but the combination 3-4~5-2-6 shows excellent
pentagraphs, as will be seen in Fig. 25¢. The words SQUADRON and
HOSTILE are clearly evident; the completion of the rectangle is now a

very simple matter. The result is shown in Fig. 25d. The recovery of

the numerical key now will enable other cryptograms to be read directly.

23. Messages with similar begimnings. - a. In military corre-
spondence it is often the casc that somowhat similar insvructions or
information must be conveyed by a superior commander to several sub-
ordinate commanders simultaneoously. Such a situation frequently re-
sults in the circumstance that two or more cryptograms addressed to
different stations will begin with exactly the same words. When simple
columnar transposition is the systam used for encipherment, then it
will result, in such cases as the foragoing, that the first two or more
rows of the transposition rectangle will be identical in tho messages
which begin alike. Therefore, the cryptograms will show idemntical

sequences of two or more letters, distributed throughout the texts and

- 61 -
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by studying these identities the cryptanel'yst is able at once not only
to ascertain the width of the rectangle but also to divide up the cipher
text into sections corresponding .with the exact columns of the rectangle,
thus eliminating the only real diffi'culty in solution, viz, the deter-
mination of which are the long columns, which the short.. An example
will demonstrate the short cut to solution which such a situation
provides.

b. Here are two cryptograms which are assumed to have been inter-
cepted within a few minutes of each other, the messages being addressed

to two hattallon commenders by the regimental commander.

CRYPTOGRAM 1

BNTSE ARKCL CETTYX BITEZR ROTAE LTNNO NNENO
OTOKM SZTGN YITDK LANAE FTFSN PGNPA RWO1A
OFGTF CTOTD NINOE WXERF ASIOS TIDRR RMHMAO
ARPAT OUTIO BIEOA GAAPN EIK

. CRYPTOGRAW 2
BNTSE INDOT LCETS AFPLE RROMO ISOEN NONST
IIUTO KMFEY KPCYI TDVSI NTAEF TFSTO KTJAR
WOARO EEKTF CTTLT AEANO EWXPY TITIO STTTF
OCMMA 00SCA NROUT IEELS OAGAA ABITR T

¢. The cryptenalyst now carefully compares the {wo texts, looking
for identical sequences of letters between the cryptograms. For example,
No. )1 begins with BN T 5 E and so does No. 2; after an intervel of 4
letters in No. 1 and 5 letters in No. 2 he notes the identical sequences
L CET; aftor an interval of 5 letters in No. 1 and 5 letters in No. 2
he notes the identical sequences E R R 0, and 80 on. The identities

are underlined or merked in some distinctive mamnor throughout tho

texts, as shown in Fig. 26. -
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CRYPTOGRAM 1

' EBNTSE] ARKCE CET|TN BITER RYTAE LT NO MNENO
offokil) szTreN 173Kk LANAE FTF3y PoNPE RWJIA
oFefF cfgJoTd NIffoE wXJerF asfIos PJIDRR RENMAQ

ArRPATpUuTo BI1Eofa cAABN EIK

CRYPTOGRAM 2
ByTsE 1wporfLcePs arPLfE RRQuO ISOE[ NoN)sT
110ffo kJFEY kPcff1 TOvs: NTREF TFSjTo NTN[AR
¥WOaRo Exk{TF CITLT AZAFO Tugev TITfIo sTrTF
ocMua ojosca nrRlouT IJEELS O[AGAAABITR T
FIGURE 26.
4. Now it is obvious that these identities exist because the two
messages begin alike, and by taking advantage of the identical portions
in the cryptograms iv will be possible tc transcribe the texts of the
latter into transposition rectangles wnich shall not only have the
identical portions in homologous positions, but also shall show which
are long columns, which are short. All that i1s necessary is to begin
transceribing the texts on cross-section paper, in columns, arranging
: matters so that the identical sequences will fall at the tops of the
columns. Thus, the lst column of No. 1 will contain the letters
BNTSEARKC and the 1st column of No. 2 will contain the letters
BNTSEINDOT; the 24 column of No. 1 will contain the lotters
LCETTNBITand the 24 column of No. 2 will contain the letters
. LCETSAFPL, and so on. It appoars that the identical portion

embraces the first four rows of the roctangle and runs over a number off
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letters on the 5th row. This is because the ldentical sequences con-
sist of 4 and 5 letters. Fig. 27e_chows the identities between the 1lst

5 columns of the two transposition rectangles. Only once in the case

1 2 of this particular example does any
BLENT BLENT )
NCRNO NCRNO uncertainty arise as to exactly where
TEROK TEROKX
STONM STONM an identical sequence begins or ends, *
ETTNS ESMST
ANAE?Z IAOTE end that is in connection with the 7th
RBENT NFIIY :
KILOG DPSTIK pair of identities, involving the
CTTON OLOUP .
T E .C geries of letters AEFTFSNPGNP
. FIGURE 27a. . inNo. 1, and AEFTFSTONTN in

No. 2. These sequences contain 6 identical letters, but oven hLere the
uncertainty is of only a moment's duration: the initial letter A does
not belong to the identical portions at the top of the transposition
roctangle because the A's are needed to complete columns 6 in both
rectangles. (If the A were placed at the head of column 7 in No. 1,
then column- 6 would lack a 1etter_§t the bottom.) Cases of "accidental
identities" of courso complica?e the prccess of cutting up the text
into the resbective columns, but they only serve to add a small degree
of interest to-w&at would otherwise be a purely cut and dried process.

The final results of the transcription into columns are shown in Fig.

27,

“ 8. It is clear from a comparison of these two transposition
rectangles, and a consideration of the fact that theilong columns must
of necessity go to the left side, that the numbers 7 and 10 occupy the
first two positions in the key, and that the numbers 2, 4, 11, and 13 .

occupy the last four positions in the key. -By segregating and anagramming

{
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e naEor
Qo- 3 NnOH
ountgEH3dO
dH+-HBOZoZ =S

columns 7 and 10 as one group, and columns 2, 4, 11, and 13 as another

{

group, the exact positions occupled by these 6 columns are easily as-

certained, as shown in Fig. 27c.

f. The remaining columns 1, 3, 5, 6, 8, 9, 10, 12, and 14 fom a
third group of columns t0 be anagrammed, but this is ratner easy now
that the columns on either side are fixed. The completed rectangles '
are shown in Fig. 27d.

2. Messages with similar endings. -~ a. What has peen said at
the beginning et the preceding paragraph with respect to the nature of

military correspondence and the presence of identical phraseology in
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R ——

l [ ] — 2.
F10-312-611-4-9-5-8-211-B~4  FD-3i2-611-4-9-5-8-2-D-4
ENEMYBATTALION ENEMYBATTALION
FORMINGFORCOUN FORMINGFORCOUN
TERATTACKWESTO TERATTACKWESTO
FWOODSATMOTTIN FWOODSATMOTTIN
SXTAKEPOSITION SXMOVEATFASTES
NEARLANTZANDBE TPOSSIBLERATET .
PREPAREDTOBRIN OVICINITYOFFLI .
GFLANKINGFIREO NTSANDTAKEPOSI
NATTACKINGTROO TIONTOREPELCOTU ;
PS NTERATTACK

FIGURE 27d.

the messages sent by a superior commander to his subordinates also
operates to produce messages in which the endings are identical. It
has been noted that when two messages with similar beginnings are
available for comparison, the reconstruction of the transposition
rectangles and the recovery of the transposition key is an sasy matter,

% will now be shown that solution is an sven easicer mattor when two
messages having identical endlngs are available for study.

b. Given the following two cryptograms: -

No. 1,
ETRTE EESOA AEUNI VAPLN IAMND RYHRY MENRI
EETRO UDCCC OHTCY MRREA RHITN DEYEN RNERYV
SREEN 1GSKA ILNRA NFNAD ALOLT XOMAH HRRETI

No. 2.
TLVSX OPNRE KEFDS KYENR UEERB TSREHEK TIANT
IVYMR VESIR EENEI NOLTM NNEDE TROOP TNAERA
CIAAI NSCWN A -
The cryptanalyst now carefully compares the two texts, searching for »

identical sequences of letters, but in this case instead of trying to
locate identities in what may be termed a parallel progrossion (as in the

preceding caso) he searches for identical sequences of two or more letters
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appearing in both messages. For example, in the present case, he
notes the sequence T R 0 forming the finel trigraph of the 8th group of
' No. 1 and finds a similar sequence forming the initial trigraph of
M the 13th group of No. 2. Going through both cryptograms in this way,
all the i‘dentit:les are marked off in some fashion, by colored crayon or
by brackets, as shown below. In this search for identities the crypt-
analyst bears in mind that when all have been found they should be
distributed at quate regular intervals throughout the text. For examplo,
noto in the following that the ideniities in No. 1 fall at intervals
of 6 letters, with one exception; in No, 2 they fall at intervals of 4
letters, with one excepilon. The intorvals between identitios serve as
a guide in finding them., After thoy have all been located, ihe
identities in the crypiograms are numbered serially.
No. 1

1 2 3 L
ETRTE E[ESJos 4EUNJ VJAPLN I1AND RYERV{MENRI
5 .6 7 _ 8
EE[fRg unccc ofgfcy MRRER HEITN DEFEN RNERV
9 10 n 12 13
sRBlEn 1oskla Iinra PN D arorT xgduan ERR[E]
No. 2
1 2 3 4 5

TLYSK olpnrz[MEFps xEEWR verRal TsrEf Trant

6 7 8 9 k' n
Eurxr vEslir sevEilvorrl Nhenr[rrojor uNRE)A

) 1
c1afai] Nscw[ﬁsg >
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¢. The numbers above the identities may now be used to draw up a
table of equivalencies of identities. For insvance, i1dentity 1 in
cryptogram 1 matches iderntity 7 in cryptogram 2; identity 2 in crypto-

gram 1 matches 1dentity 6 in cryptograem 2, and so on. Thus:

Cryptogram 1 ... 1-2-3-4~~5-6-=7-8-9-10-11-12-13
Cryptogram 2 ... 7-6-9-2-10-5-11-3~/-12-13--1--8

4. Now cryptogram 1 has 105 1e¥ters, since the key concists of
13 numbers (indicated by the 13 identities), thc rectangle for crypto-
gram 1 cortains 12 columns cf & letters and 1 column of 9 letters.
Cryptogram 2 nas 81 lctters, and its rectangle contains 10 columns of 6
lotters and 3 colunns of 7 lcttors. The roctangle of cryptogram 1 has
but 1 long colurn, whereas that of cryptogram 2 has 3 long columns.
Rolative to the position the last lotter in each recvangle occupies in
the last row of the rectangle, 1t 15 obvious that the last letter of the
ractangle for cryptogram 2 i1s 2 letﬁefs in advance of the last letter of
the roctanglc for cryptogrem l. Usirg this dxffcronce, viz, 2, a
cyclic scquence 1s generated from the sorivs of eguivaloncies glven
above. Thus, the equivalont of adentity 1 of cryptogram 1 1s i1dentity
7 of cryptogram 2, and the number 7 is placed two intervals to the
right of the number 1; tho cquivalent of 1dcn€1ty 7 of cryptogram 1 is
1dentaty 11 of cryrtogram 2, and the number 11 18 placed two imbtervals
to the right of nurmber 7, and so on until the following sequence is
obtained:

1-2-3-/~5~6~7-8-9-10-11-12-13
: 1- 7- 11- 13- 8- 3- 9

8. The equivalent of identity 9 of cryptogram 1 1s adentaty 4 of

cryptogram 2, <nd thc numbor 4 1s pl-coed betwoen vhe numbors 1 and 7 in
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this saquence, for the sequence may be regarded as pnrtaking of the
nature of a cycle or a continuous series. From ihis point on, the
process is the same as before, and finally the feollowing 1s obtained:

' 1==2-=3-=}===5=—f=-=T--8--9--10--11--12--13
1--4==T--2~=11~=6=~13-=5--8--10~==3--12---9 ,

f. After little oxporiment it bocomes obvious that column 8
belongs orn the extreme loft and that the key 1s
8-10-3-12-9-1-/~"7-2-11-6~13-5. The completcly deciphured mcssages are

shown in Fig. 28.

8-10-3-12-9~-1-4-7-2-11-6-13-5 830-332-9-1-4-7-2q1- 643-5
HEADREDCOLUKN INFANTRYPOINT
INFANTRYANDAR REDCOLUMNPASS
TILLERYMARCHI EDSILVERRUNCR
NGNORTHREACHE EEKATSEVENTWE
DSILYERRUNCRE NTYAMXREMAINEH
EKATSEVENTORT EREINOBSERVAT
YAMXREMAINHER ION

. EINOBSERVATIO
N

FIGURE 28.

& The possibility of the rapid solution of columnar transposition
ciphers by meoans of the method of similar boginnings and endings,
constitutes one of tho moct serious drnwbrcks to the use of transposition
clpﬁers in military eryptography, bocause 1t is almost impossible to

avoid such cases where many megsages must bo sont in the same key each

day.
STOP
Jump to 114

a. Sometimes a lengthy phraso or a sories of rumbors (spelled out in

25, Solution of a single me3sexe containing ¢ long repetition. -

letters) is repected within a messoge and Lf the message is enciphered
by a transposition rectangle of such narrow width (in comparison with

the length of the repotition) that the repealed portion forms identical
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! SECTION VIII

SOLUTION OF THE ADFGVX SYSTEM
- - S . Paregraph

Introductory remarks *esessssrdascscsesrengerenetesROIRgTe ., ;-3;7‘
Special solution by means of identical endings cseceessecs -
Special solution by means of identical begimmings weceeeees- 39
Special solution by the exact factor method .ccecesecsssae 40
General solution for the ADFGVX 8ystem ecscencsnssascccescee lpl.
Basie principles of the general 501lution esevssscescaseses 42
Illustration of S0lutiOn ceecsessscescsrecsscsssacvscnsssns 43

-

37. Introductor;; remarks. - 8. One of the most interesting and
practical of the many melthods in which substitution and transposition are
combined within a single ;;rtem is th\at known in the 1iterat;1re as the
ADFGVX cipher.l In this ;;;stem a 36~character bipartite" subntit\ition
checkerboard is employed, in th.e cells of which the 26 lettbrs of the
alpha‘bet and the 10 digits are distributed in mixed order, ofte;n ac-
cording to some keyword. The row and column indicators (coordinates)
are the letters ADFGVX, and teken in pairs the lat;;er are used as
subst}tutes for the letters of the pla:in text. Th-ese subs_titu‘tive : «
pairs are the-n inscribed within a rectangle and a columnar .transposition
takes place, a.ccording to a nu;nerical key. The cﬁher text consists
then merely of the 6 letters A, D, ¥, G, V, and X. )

b. The AUFGVX cipher system was inaugurated on the Wegtern Front
by the German Az-'my on March 1, 1918, for communication betwesn higher
headquarters, principally between headquarters of divisions and corps.
Vhen first instituted on March 1, 1918, the checkerboard ct;nsisted of

25 cells, for a 25-letter German alphabet (J was omitted), and the 5 e

1l

Special Text No. 166, Advanced Military Cryptography, Sec. XI. :

’ Lt
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letters A, D, F, G, and X used as coordinateé. On June 1 the letter V
was added, the checkerboard having been enlarged to 36 cells, to take
care of a 26~letter alphabet plus the 10 digits. Transposition keys
ranged from 15 to 22 numbers (inclusive) and both the checkerboard and
the transposition key were chunged daily. The mumber of messages in
this system varied from 25 a day upon the inception of the system to as
many as 150 per day, during the last days of May, 1918. The first
solution was made on April 6 by the French. The cipher continued in
use rather extensively until late in June but from that time umtil tqe
Armistice the volume of messages diminished very considerably. Although
only 10 keys, covering a period of as many days wers ever solved, the
proportion of solved messages in the whole intercepted traffic was
about 50%. This was true because of the fact that the keys solved were
those for days on which the greatest number of messages was intercepted.
The same system was employed on the southeastern front from July, 1918,
to the end of the war. Keys werc in effcet at first for a period of 2
days and beginning on Scptember 1, for a period of 3 days. In all 17
keys, covering a total of 4/ days, were solved.

c. At the time that the Allied cryptanalytic offices were working
with cryptograms in this system only three mothods were known for their
solution and all three of them are clagsifiable under the heading of

special solutions, because certain conditions had to obtein before they

could be applied. No general solution had beon developed until after
hostilities had ceased. Because they are interesting and useful some
attention will be devoted to both the general and the special solutions.

Since tho special solutions ars easy to understend and serve as a good
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introduction to the gemeral solution, they will be taken up first.
38. Special solution by means of identical rendings. - a. In Par.
2, 1t was demonstrated hov; the s_olution of k-ey-ed columnar transposit:l?n
ciphers can be facilitated and 's:!mplified' by the comparison of two crypto-
grams which are in the same key and the plain-text endings of which are <
identical. It -was noted in that case thatl a study of the irregularly
distributed cipher-text identities between tllxe two cryptograms permits
of not only cutting up the text into sections that correspond with the
long and the short columns of the transposition rectangle but also of
eétablishing the transposition key in a direct manner almost entirely
mathematical in nature. When this has been accomplished the plain
texts:of these two messages are at once disclosed, and all other mes-
sages in the same key may be read by means of the key so reconstructed.
b. The same method of solution is npplicable to the similar
situation, if it can be found, in the case of the ADFGVX system, except
that one more step intervenes between the recomstruction of the trans-
position rectangle and theo appearance of the plain text in the rectangle:
a monoalphabetic substitution must be so]_.ved, since the text in the
rows- of the rectangle does not consist of plain-text letters but of
pairs of components represc:nting‘ these letters as enciphered by means
of al bipartite substitution alphabet. Moreover, this latter step is
comparatively simple when there is a sufficient amount of text in the
two rectangles; 1f not, additional mn_terial for use in solw;ing the
monoalphabet_cun be' obtained from other cry'ptogramsj in tl-leﬂ same key, 1if ~

they are availeble, since the transposition key, having already beon

reconstructed from the two cryptograms with identical endings, will
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permit of inscribiné all other cryptograms in the same key within their
ﬁroper rectangles.

¢. A demonstration of the application of the principles in-
volved in sudh a solution will be useful. The following cryptograms

have been intercepted:

No. 1
XVAAX VDDAG DADVF ADADA FXGFV XFAXA
XVAVF AVXAD GFFX?F FGAGF DGDGD DGAFD
AADDD XDAVG GAADX ADF¥VEF FDFXF GFGAYV
AFAFX FFXFX FVDGX AFFGX AAAVA VAFAG
DDFAG VFADV FAVVX GVAAA FDFAX XFAAG
DX

No. 2.
FDFFTF FVFAD DVFVD GAFDF.DAGAD FDFAF
GAXGD VXGFX VXIDXV AAAAD GXFFD VFAAG
VGVFF FDAFF FXDAF XGAFD VFGXV DDFAD
DAAAX AAFFAL FPVFXF FAXXA XDGXA VDAYVPFE
DFAVX VADXY AXFEX XAAVX XADXA AAVYVG
AGDXX FDFAX FDGDF FXDGX FAGDF FDDVD
DXDAF AGXXA FGAVYV

d. 'The delimitation and marking of identities between thesa two

cryptograms is a procedure similar to that explained in Par. 24b,
oxcept that a little more study may te necessary in this case because
occasionally there may be considerable uncertainty as ito exactly where
an identity begins or’'ends. The reason for this is not difficult to
understand. Whereas in Par. 24b the process involves "unfractionated"”
letters and there ars abvout 18 or 20 different letters to deal with,
so that an "accidental identity" 1s a rather rare occurrence, in the
presont problam tho process involves fractions of letters (the com-
ponents of the bipartite cipher equivalente), and therc are only 6

difforent cliaracters to deal with, so that such "accidental identities"
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are quite frequent. Now thelcryptanalyst is not able at first to
distinguish between these accidental identities and actual identities
and this is what mekes the process somewhat difficult. What is meant
will becoms perfectly clear presently.

©. Taking the two illustrative cryptograms, the first step is to
ascertain what identities can be found between them, and then mark off .
these identities. For oxample, ?t is obvious that if the messages egd
alike the last several lett;rs in No. 1 should be found somewhers in
No. 2, and likewise the last several lettors in No. 2 should be found
somewhere in No. 1. The nmumber of letters in identical sequences will
depend upon the length of the identic;i toxt and the width of the trans-
position rectengle. Searching through No. 2 for a segquence such as
AGDX, or GDX, or at least DX, the tetragraph AGDX is found as latters
151-54. The last column of No. 2 ends with FGAV; searching through
No. 1 for a sequence FGAV, or GAV, or at least AV, the tetragraph
FGAV is found as letters 87-90. These identities are underlined or
marked off in some fashion, and search is made for other ldentities.
It would be a great help if'the width of the traneposition rectangle
were known, for then it would be possible to cut up the text into
lengths approximately corrssponding to column lengths, and this would
then restrict the ssarch for identical sequences to those sections
which corrospond to the bottoms of the columns. Suppose the key to
contain 20 numbers. Then the roctanglo for No. 1, containing 152
lotters, would consist of 12 long columns of 8 lettevrs and 8 short ones
of 7 letters; that for No. 2,’containihg 19/ letters, would consist of -

14 long columns of 10 letters and 6 short ones of 9 letters. If that
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were correct then in No.. 1 the end of the first column would be either
XVDD, or XVD. Searching through No. 2 for either of these a sequence
XVDD is found as letters 84-7. Column 1 is probably a long column in
No. 1. The word groba‘blx is used because the identlity may extend only

over the letters XVD, and the next D may be an accidental similarity,

since the chances that D will appear by pure accident are 1 in 6, which
is not at all improbable. It must also be pointed out that a certain
nunber of telegraphic errors may be expected, and since there are only
6 different letters the chances that an F, for example, will be re-
ceived o;- recorded as a D are fairly good. Column 1 of No. 2 ends
either with VFAD or VFA. Searching through No. 1, a sequence VFAD is
found as letters 14-17; a seguence VFA is found as letters 34-6; a
sequence VFFD is found as lastters 79-82; a sequence VFAD is also found
as letters 126~130; a sequence VFA is found as letters 131-3. Here are
saveral possibilitios; which is the one to choose? Two of these
possibilities -coincide exactly with the full sequence being sought,
VFAD. Onme of them is at 14-17, but this is rather unlikely to be the
correct one. For if an hypotl.lesis of a key of 20 columns is assumed,
as has here been done, then column 2 must contain either 8 or 7 letters
and to assume VFAD in positions 14-17 would meke column 2 a column of
9 letters, which is inconsistent with that hypothesis. The other VFAD
sequence, at 126-30, remains a candidate, since at this stage it _is
not possible to tell just where the ends of the columns are, and there
is therefore mnothing to indicate that this possibility may be ruled out.
Another section of the text of one or the other eryptogram is selected,

with a view to establishing additional identities. To go through the
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whole procggs here would consume %00 much space and time. Moreover,
it is not necessary, for the only purpose in carrying the demonstration
this far is to indicate to the student the general procedure and to
show him some of the difficulties he will encounter in the identifica-
tion of the sin_xilar portilons when the text is composed of only a very
11n;ited gmnb_er- ;fﬂt.iir;'e-:ent‘ letters. In this case, after more or less
tedious experimentation, the hypothesis of a key of 20 columns is es-
tablished as correct when two sets of 20 identities are uncovered and
the identities are found to be as shown in Fig. 47.

f. A table of equivalencies is then drawn up:

No. 1. evess,123 4 5.6 78 910111213 1415161718 19 20
. NOs 2. eeeee 96 81013111721915 7201412 518 1 4 316

Since the rectangle for No. 2 has 2 more letters in the last row than
the rectangle for No. 1, two ;:hains of equivelents at 2 intervaels are

PR

constructed. Thus: )

1--2-fg;f4---5--6-:1r-8-1g-1o-11-12-1 ~14==15-16~17-18~=19-20
1 9 19 3 5""{}'A“'T%""A;"“i%%"

L, 10 15 5 13 14 12 20 16 18

These chains must now be united into a single chain by proper inter-
locking. Since cryptogram No. 1 haé 12 loné éollmms, and since the
identities of these 12 columns are now known (1, 3, 5, 7, 9, 12, 13,

14, 16,"17, 19, 20), the inxerlocking of the two ehains ‘and hence the |

t
L

transposition Xey must be this:

"1~2-=3-=45=mb=P==8==9-10-11-12-13-14~15-16-17-18-19~20
7-5-17-13-1-14=9~12-19~20=~=3-16-~B~18==2-=4==6-10~11-15 .

&+ The two cryptograms may now be transcribed into their proper

" transposition rectangles, as shown in Fig. /8.
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No, 1.

5 10 15 20 25 30
XVAAX vDDJAG DADVIF ADADA Fxgva XFAX4H
1 2 3 4

35 40 45 50 55 60

XVAVE AvXAD GFFXH FGAGF DGDGD DGAFD
5 7 8

70 85 90

AAD,DD xngvc. GAAD J_qADFv FDFXFG ' GAYV
12

100 105 110 115

120
AFAFES FFHFX FV@GX AFFGX g AJVA VAFAG
1

125 130 135 140 145 150
gDFAG v FAD]V ZE'AV|VX gvaaa ,Fnryx XFAAG

D x|
20
No. 2.
5 10 15 20 25 30
FDFFF FVFAD DVFVD GAFD]F DAGAD F#DFAF
1 3
35 40 45 50 55 60
GAXGD VXGFX VXDXV AAAAD GXFFP VFIAAG
4 5
65 Y 5 80 85 90
VGVEFF FDIAFF FXDAF XGJAFD VFGXYV DD|FAD
7 8 9
100 105 110 115 120

DAA|AX A‘AFFA FV@:XF' FAXXA X|DGXQ VDAYVF

125 130 135 1.0 145 150
DFAVX| VADXF AgFm_q XAAVX X4iADXA AAVYG

13 15

155 160 165 170 175 180
GDX|X FPDFAX FDCDF FXDGX FAGDF FDDVD
; i6 A 17 18

185 190
XDA'F AGXXA EGAﬂ

20
FIGURE 47.
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+

(
t

75713 1Y 92V 225 8.’82561)]115 750B119RHD 3.‘6 832561)115
FXDAXFAFVXAYGVAFAVAF AFXVIFVAFFFFAAFDFAFAX
GVFFVXAXAXDADFGVDGDF AXFTDDAFAFADAFFVGDATFA
AAAAAFDFAFAVDADXCGCGFG GVDAFDDXDGAAFXFAGDTFA
GVGFAVDGAADAGVAFFAVXY VXFVPFPXVXDXGVFDVXIXXDAVYV
FFVXXDDFFAAFAVDAFAFA GCDAFFFFAVXAVXGDGTFTAFX
DAFFVGXGDGFAFPXVXXDFA VXXDFAGXDADGDXGDFAVX
GVAFDXDAFDXGDGFAFXDA FVFFVIXXDDFFAATRTAVDATA
DXDXDAAVAXGD " FADAFFVGXGDGFAFXVXXD
FAGVAFDXDAFDXGDGFAFX
DADXDXDAAVAXGD
” No. 1. - No. 2.
FIGURE i8.

zgqulggngmzmsszgénnu
H A V E O E R E

FXDAXFAFVXAV VAFAVAF

D ¢ 0 M M A N D I N
GVFFVIXAZXAXDADFGVDGDPF

¢ ¢ E N E R A L 2 3
AAALAAFDFAFAVDADXGGPFG

P B R I G A D E T ©
GVGFAVDGAADAGVAFFAVX

¢c 0 U N T E R A T T
FFVXXDDFFAAFAVDAFAFA

-

A C K W I T H O U T
DAFFVGXGDGFAFXVXXDFA

D B L A Y W I T H A
GVAFDXDAFDXGDGFAFXDA

L L A R M S
DXDXDAAVAXGD

No. 1.

1;13_;923235332&69um
E X P T E N E M
AFIVFVAFFFFAAFDFAFAX

¥ Y A T T A C K A T
AXFDDAFAFADAFFVGDAFA

D A Y L I ¢ H T s T
CVDAFDDXDGAAFXFAGDFA
O P H 0 L D Y O U R.
VXFVFXVXDXGVFDVXXDAY
‘8 BE € T O R W I T H
GDAFFTFTFAVXAVXGDGFATFX

©o U T F A I L S8 T O
VXEXDFAGXDADGDXGDFAVX
'P ¢ 0 U N T E R A T
FVFFVYXXDDFFAAFAVDAFA

T A C K w I T H 0 U
FADAFFVGXGDG—FA‘FXVXXD

T D T L A Y W I T H
FAGVAFDXDAFDXGDGFAFX

A L L A R ¥ S ’
DADXDXDAAVAXGD

No. 2.

FIGURE 49.
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h. A frequency distribution 1s now made of all the bipartite
pairs, so as to solve the enciphering checkerboard. There 1z no neces-
sity for going through this part of the solution, for it falls along

s - quite normal lines of monoalphabetic substitution. The checkerboard i1s

found to be as follows:2

AID|F|G[V]X ] i. The two plain-text rectangles are
A G| |E| |RIM |
D Al INIT! IL | shown in Fig. 49.
F T{YIC{3|P|H
G SIB|2ID|F Je Speculaling upon the disposition of
v Kl |0
X }__Tﬁ ViwiX the letters within the enciphering checker-

board, it soon becomes evidont that the key-phrase upon which 1t 18 based
is GERMAN MYLITAWY CIPHERS. The digits ars insertod immediately after

tho letters A, B, C, ..., as they occur in the mixod sequence, so that

. +  the complete chockerboard is aw shown in Fig. 50:
ADFGVX The transposition key was cvidently derived
A GI6[E 4R M
* D AllIN|I 8/T | from the first 20 lotters of the mixed soquence:
F Cl3 H
G S|B{2|DIF GERI MANIL T YCPHES BDFJ X O
v F'iJ 9Xig]0 7=5-17~13=1~1/~9-12~19-20-3-16-8-18-2-/,~6~-10-11-15
X QIUIVIWiX]Z
Tho date (20th) indicates that the tronsposition
FIGURE 50,

koy will have 20 numbers i1n it.
¢ 39. Special solution by mcans of identical boginnings. -~ a. In
Par. 23 was demonstrated the aothod of solution based upon finding two

cryptograms which arc in tho sume key and the plain toxts of which begin

2Since tho 1lst cryptogram is add-ossed to tho CG 234 Braigade and the 24
cryptogram mentions that the com.ander of thav brigade has beon orderced
. to do =0 and 30, the solution of the groups GG (= 2) and FG (= 3) 1s
mado br inference. This gives tkhoe placemcnt of tlhwoo two diglts in the
cipher square.
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with the same words:- The application of thi,s— method to the correspond-
-ing situation in the case of t];le ADFGVX system should by this time be
obvious. The finding of identical sequences is somewhat easier in this
case than in the case of identical endings because the identities can

be found in parallel progression from the beginning to the end of the

two cryptogrems being compared. Moreover, the discovery of two crypto-
grems with similar beginnings is easier than that of two with similar
endings because in the former case the very first groups in the two
cryptograms contain identitiocs, whereas in the latter case the identi-
ties are hidden and scattered throughout the texts of the two cryptograms
On the other hand, the complete solution of a case of identical endings
is very much more simple thaon that involving idemtical beginnings be-
cause in the former case tho establishment of the identities carries with
it almost automatically the completo reconstruction of the transposition .

key, whereas in the latter this is far from true and additional erypto-

1

groms nmay be essontial in order to accomplish this sine qua non for the
solution.
b. The following represent 8 cryptograms of the same date, assumed

to have been enciphered by the samo key. The cryptograms have been

No. k.
VDDFA F X DXGGPF fXF GXDXG DGAGTF
AGDAD G A AADXX FF AADAY DFF¥DA J
No. 2.
GXDDA DDGDF VGXAX XXGXG AAAAD FADDX *
AVDXTFT XAD

_]:24-
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No. 3.

GAGRKEMLA (=) <n <AadEb> LM <ap
ARAERLENSA oA b LR g LMD MO O
dATANMD XA [ < GHAAAMAN< M =AAA
AP EOQRNED> <A [ LR T Al
ARdMdOMHE 4R B = P> HMEegOAERMEAAD =Y ="
B AN m < 154 A AMdAA<g-3AMm AQMG
<HOARLOE < A o B AEROABXAA<E Ado<
<<AR<EAREHE o & dadHIttHA<dA B By B b4
<ERORSAE Ao A HapvAodAadA WA RO
Mt <t o M MA AEAMARA<LERA < bd 5 34
ARmAPO O LA B < = fOAGADMD>O T BHOB <
MOt < Y- MAabobPAR<AA aAaAQA :
AXGbPAGLBA A B < CEACALERAGA BAY< “
SEROA<EHO S 3 o i S PrPdmOmT<o . AKKBE o
BOOEOGMNMNAd . b . EP . Ao REERMAAQR ~ Al _
Al <dm g ma g mo S O b RO B m Foi fou €5 b4
BMOOAGAR<DR <A XAA AR<db <A <<dpm 5 By A Fa
ERd<ndtttA oo A M ORPOOCAQD K A
HAGdLEERSA a AMA e N T ABXA
FPEAPACS<A M ) A HOAPbbdmOPAD A o<
HEeROBREROKOA e RS RMEb><AMARA By foy < <
AAMESOED KM =8 < <Aan OdpEAdg>AN AAaAM
AGELAARAD < bd B <54 Ao HREED><EA AAQX®
MEMELOO RO M oA oA R R P R RO SR A<mA
soAXAAR<AD < By AaoA ACOARGE<RO A<M
<A<t AO S MK 4 < Ao PAKRAOPEERO< < b o By
<A NN B b 4K dAdAmd>I4A b
SANDHNEAO KK BA <<n AR NEEAA A &M mAddgn
AR<CAQ GRS < ST ot ARAQGAA MRS sAEFAA
MMl <O mE<dOD a4na WA MomodAAK<dEA <AAAM
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No. 8.
DFGFX DFAFF XDXAG ADGGG DDFGA XGVDF
VVFDA AAXGD AVDVA DDGVD AFAG

examined for identical beginnings, _z__md numbers 3 and 6 apparently begin
alike, identici;l portions being underlined as shown. Now the number -
of identical sgctions in the two crypthrams is 15; this indicates that
the width of tlhe transposition rectangle is 15. Therefore, No. 3 (290
letters) has 5 long columns of 20 letters and 10 short columns of i9
letters: 15 x 20) - 10 = 290] No. 6 (302 letters has 2 long columns

of 21 letters andr’l3 ehort‘ columns of 20 letters. E15 x2l) -13 = 30@,
The identical sections in No. 3 and _No. 6 having been marked off as

shown in Fig. 51, the next step is to transcribe the texts into their
correct column lengths as given by the study of identical sections,
writing them merely in thoir serisl order, as shown in Fig. 52. In this
transcription no serious difficulty is usually encountered in the divi-
sion into correct column lengths, this process being guided by the
identical sequences, the number of letters between the identical
sequences, and the maximum and minimum lengths of the columns as cal-
culated from the dimensions of the ;ectanglo. Whenever difficulties are
encountered in this process, they are brought about by accidéntal id;n-
titles of letters before and aftor the true or actual identical sequences.
In the present case no such difficulties arise except in going from
colum 12 to column 13. The identicnl sections for column 13 here con-
sist of the sequence A FF AATF; if these sections are placed at the a
head of column 13, it leaves column 12 one letter short at the bottom

) -
in each diagrem. This means that the initial A's in these identical
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No. 3.
EDAAA GIDDX VFFVD., GADFlg XAAAG DFADG
1l
AFDAD GVGDV FDFXA GFXAPFYT AFAXD DDDFD

ot ———

4
XAXVA DXFXF DGAGF GGADD AGDGX AVGEGDG

5
ADAFA XFAAG VAAGA FDVDV DXFDA XFDEF
7 .
. GD, XDV DADAV DADDD GADAG AAAFG GDXAX

FGVXD DGDDF AFAGYV AFGXG VDDAX XDVTFF,
FFDXG'VGD9EG AVADA XDAFRA AFDGTF VFlgxx
AAGAG AFDGX AFATX }JEIGGAG AAFFA AFDGA
GAFVXllz)GGFG DAAAF DaADAD XVVAX FVADD
G.AF'{'SF GXAXD F'DD%AX AAAAA

No. 6.

“~

- EDIAA,V DXDGF XVGDD AVGXA DXAAD XGGAA

2
GDFDA AAGAX DVFDF DFFDD FDDFX FXXFD

3
- FDXAX, GAXFF VDVAF GVDVD DDAGD GGDAA

4 >
GGFDD DVFFV VAGVA XAAGG XGXDD DADXF

!——B._.—l
A,DF$G DGFDA AFGAX FFDVD D,DABGA FADAY
DDDAV GAVAD FGDDF FDGDV DGGXA XAXDA

DXDVF FXVAX GFD.ZG XFTFPF |AXDA FVDXG

XFD?-.LOG AGAVD VAGAF DGDAV VDDDD DFXGV

AFFAA FEFFDV DFFJJQZF DAGDG GAAATF DXAXA

VA)]EBDA GADXD VFATFTF FGDDA DDDléA GDFAX
. e 15

FIGURE 51.
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No. 3 No. 6
12345678901 RBYLIL 123456789D1LRBUL
XRDTDADDGXMAFﬂ% X[D]DF DA D;DIGI % [A{A[F[AJA
DI X|VID[D|C|F [AD|D[X|G[FIAF] - 1 D[X[V[DID|G[F[AIDID K[C|F[AF
Al A|F[X|A[V[F{G D[V |D[A[ATA[F | A[A[T[X[A|V[T[c D[V [DA[AIA]F

A|D|A|GIA[G [A[F|F|A|F|A|F AJAIDA[GIA|GIA[F|F R [F[A[F)F

X{D A{FIFIDIT TV BFX vl DIF|D
T FIAT DI X|BIC|G[A[ = T[T

D[A[A[X[A[D|FIA[F ) G| A C[A[FIDICIV

F|G|D[X[F|V[G[G|D[F|A[A|A[X D| G|¥|X[D| G| DJA[D[A X|A|D[X[X
A|F|X|V|D|D|G|[V|X|D|¥|G|D D A|D[FIAIGIA|VIV|X[G|V|V[A|D
D[X|F|G|[VIA|D|A|G|G[A[A[X[F F| A[D|F|A|X| A|D|D[GX[V[D{V[D
G|A|X[D|D|D X|¥|V|¥| F|¥| VD X| G| ¥|V|C|G| F|D|G|F[F|D|T|A|D
A|F[F|G[V[AIA[G|GI VX[V VD V| D| D[D| G| G[D[GID |D|D[F[X[F
F|A[D[A[D[V [X X[ D|F[X[X A[F G| | D|V|F|D| A|A|X|{ A|A[D[A|D[A
D|F |G D|X|D|F |G| F[X] G| D] X|X D[ D[ F[A|Df D[ X| V| A G[GIDIFIAIG
AIAJAIA[F]AIGIV]GI X GI G F]A D A|X| | 0| D| ¥| G| X X]A; D[ D[ G| D
q D|X[G[F[D|D|V|DlA[XIA[GI V|A AT F[GI Dl AT FIA[A F[G FIATAIT
G[D[F[A[AIDIX|DI VI ATG[ T A& V[A[X| V|V D D]V meegA
V| D[C|X[X|D|D[A[A[A[A[G| DIA G| X| D| F| X V|A|D| ¥ [VIG| D[ XX
GTET%%F%f AD DA SEIE D|D[A F|D V|G D|D.
DIA[Z] |2 [T 1G A X D|D| V] Al D|F|D AV MG V|G

¥ 3

FIGURE 52.

sequences represent an accidental identity; these A's belong at the
bottom of column 12 in each diagram, and the true identical sequences
are FFTAATF, and not AFFAATF. In some cases there may be many
more instances of suc£ accidental ideﬁ%lties before and after the tr;é
identicel sequences. Another thing to be noted is that the 1dentical
beginnings in this case run along for ét least 4 compioto rows and part
of the 5th row in the t;ansposition roctangle. Thereforo, th? identical
sequences should ceﬁsist of not less than 4, and not more than 5 letters;
any letters in excess of 5 in any identical scquence are aceidental
ldentities. Therc are several such accidental identities in the case
under study, viz, in columns 5 and lé: ‘

C. Now comes the attempt to place the columns in proper sequence

in the rospective transposition rectanglos. Since No. 6 has only 2 long

columns, viz, 5 and 12, it 1s obvious that thoasc iwo columns helong at
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the extreme left of the rectangle. Their order may be 5-12 or 12-5;
there is no way of telling which is correct just yet. Since No. 3 has
5 long columns, viz, 3,4,5,7,12, and since from No. 6 it has been as-

. certained that 5 and 12 go to the extreme left, it is obvious that
columns 3, 4, and 7 occupy the 3d, 4th, and 5th positions in the
rectangles. Their order may be any permutation of the three numbers
3y 4, and 7; their exact order must be ascertained by further study.

8. In this study to fix the exact order of the columns and thus to
reconstruct the transposition key, advantage can be taken of the diverse
lengths of other cryptograms that may be available in the same key. In
this case there are 6 additional cryptograms, Nos. 1, 2, 4, 5, 7, and

8, suitable for the purpose. The following calculations are made:

. Cryptogram Total No. “Lengths of No. of columns
No. of letters columns Long _ Short
1 60 4 All same length
y 2 38 3 and 2 8 7
& 62 5 and 4 2 13
5 T 5 end 4 14 1
7 12/ 9 and 8 ' 11
8 77 4 and 3 9 6

Now No. 7 has 4 long columns, and these must consist of four columns
from among the five already ascertained as falling at the extreme left,
viz, 3, 4, 5, 7, and 14. Columns 5 and 14 have furthermore been placed
in positions 1, 2, leaving columns 3, 4, and 7 for positions 3, 4, and
. 5. Which of these three possibilities is to be omitted as a long column
in No. 7? A means of answering this question involves certain considera-
tions of general importance in the cryptanalysis of this type of system.

&. Conglder a transposition rectangle in which the number of
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columns is even, and consider specifically the let pair of columns in
such a rectangle. ,The combinations of bipartite cqmponents formed by
the juxtaposition of these 2 columns correspond to plain-text letters,
and therefore the distribution of the bipartite digraphs in these
columns ‘will be monoa.lphabetic in character. The same 18 true with
respect to the bipartite eompolnents in the 3d and 4th columns, the 5th
and 6th columns, and so on. Hence, if a long cryptogram,gf this nature
is at hand, an51 if the two columns :vhich belong at the extreme left

can be'ascertainled, ‘than a distribution of the bipartite digraphs formed
by Juxtaposing these "columns should not only be monoalphabetie, but
also this distribution, if it is at all normal, will afford a basis for

matching other columns which will produce similar distributions, for the
text as a whole 1is mc-anoalphabeigic. In this way, by proper matching of

cbllmns, those which roally go together to form the pairs containing the
bipartite equivalents of the plain-;ext letters c_a:i be ascertained.J
From that point on, the solution of the problem is practically the same
as that of solving a columnar transposition cipher with non-fractionated
letters. ‘

f£. But now consider a plain-text rectangle in the ADFGVX system,
in which the mumber of columns is odd, and consider specifically the
1lst pair of columns in the rectangle. Now only the alternate combine-
tions of bipertite components in these columns form the units of plain-
text letters. The same is true of the bipartite components of the 3d
and 4th, the 5th and 6th columns, and so on. In all other respects,
however, the remarks contained in subparagraph e apply equally to this

case where the width of the ractangle is odd.
{
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